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Understanding Property Manager

The Exchange Server Administrator

A Better Understanding of Your Role As An Exchange Administrator

As an Exchange Administrator you are already aware of the responsibilities that accompany such a task. Property Manager will help you perform some of those tasks more efficiently, effectively and easier than ever. By giving you access to tools you would not have otherwise, Property Manager helps you to simplify your administrative burden. This allows you to assist end users quickly, and with little effort.

What Property Manager Does

Exchange site administrators often need access to administrative tools that Exchange does not provide.  Property Manager will allow the administrator to lighten the administrative load, thereby increasing efficiency, and reducing the total cost of ownership.

Why This Is Important to You As An Exchange Administrator

Microsoft developed Exchange using new and innovative ideas about messaging.  As a result of the popularity of Exchange, the number of user profiles increases, and administration of the profiles alone can quickly become a time-consuming burden.

For example, assume you have an Exchange site of one hundred users, each with their own profile.  Imagine that each profile has just four contact attributes: street addresses, postal code, telephone and fax numbers.  Already you have four hundred attributes, which must be maintained and updated manually by the administrator as the information changes.  Add this to the reality that most Exchange profiles have more than four basic attributes, and it’s easy to see how this administrative task can become unwieldy!
As an Exchange Administrator, you know the importance of keeping user profiles up to date; but you also know the time and effort required to do so, time and effort which could be put into more critical areas.  With Property Manager, administration of basic profile attributes becomes almost automatic, even on the largest Exchange system.

Exchange Components
The main area of Exchange affected by Property Manager is the Recipient profile.  You should be familiar with the definition of a profile, how a profile is administered, and the interaction of Property Manager with profiles.

The Recipient Profile 

The Recipient profile is used to keep a record of all information pertinent to a user on the Exchange system.  In essence, it is the user’s identity.  Every time a new user is added, a new profile is created for them.

Administering Basic Attributes

Basic contact information in Exchange Server is comprised of three property tabs.  These are the General, Phone and Custom tabs.  Each tab contains from one to ten attributes, such as address, phone number, fax number or department.  These attributes must be updated manually by the administrator every time a user’s information changes.

Property Manager and the Recipient Profile

In a site with a few, fixed users, the time spent manually updating the basic attributes of individual Exchange profiles may not be a pressing issue, but in a site with several hundred users or containing a large number of mobile users, profile management and administration uses up valuable resources.

Imagine an Exchange site containing one thousand users.  In a single month, fifty users have changed offices, twenty users with leased accommodations have decided to move, ten have received promotions.  This leaves the Exchange administrator with fifty to eighty profiles to update manually, assuming that the users even remember to report their new information.  Such an update would require countless hours of work for the administrator.

Now imagine the same site where the users have the power to request the attribute changes directly to the Exchange Server with a simple e-mail form in their desktop-messaging client.  Hours of profile management instantly reduced to a few minutes (or even seconds), all without the direct intervention of the administrator if desired.  This is the basis of Property Manager.

Property Manager uses an e-mail request form, completed by the user, to directly petition the Exchange Server for changes to the individual profile.  This form is located in the user’s e-mail software, and circumvents the need for users to approach administrators for changes to their profile.  The Exchange server computer automatically processes all changes.  If required, administrators can also appoint an Authorizer to verify all requests for changes.

The Problems of Exchange Server Profiles

The Kind of Problems That Can Occur

Manual administration – In a new Exchange site, the administrator must enter all basic attributes into the Exchange Server.  If the new site is large, it could take several days or even weeks before all information is entered.  Dedicated staff may need to be assigned, thereby increasing the cost of owning the site.

Backlog – If there are a large number of users on a site, a backlog could develop, as the administrator tries to keep up with the requests for changes.

Outdated information – Users may not inform administrators of changes to their contact information, leading to outdated contact information in their user profile.

Incorrect information – Administrators may misunderstand or misinterpret user requests, leading to incorrect contact information being entered in the profile.

Multiple administrators – User requests for changes may become delayed or lost as they travel through a process involving multiple administrators.

How Property Manager Helps You Solve These Problems

Property Manager helps solve these problems by empowering the user to petition the Exchange Server directly for changes to their basic profile attributes.  It frees the administrator from the time consuming task of manually updating contact information, and has the option of appointing Authorizers to ensure that requests are verified before changes are committed.

Property Manager Features

The features of Property Manager allow you to:

· Virtually eliminate the need for manual administration of the basic attributes of an Exchange profile.

· Configure the service for the desired environment including:

· allowing for zero administration, or
· specifying authorization control over user requests

· Give users power to request their own attribute changes using an e-mail system they are already familiar with.

· Quickly establish basic attributes for users on a new site.

· Reduce the total cost of ownership for an Exchange site.

· Add new users’ attributes quickly and easily to an established site.

As you can see, Property Manager can help to manage information that may take hours or days to administer manually.

Property Manager also allows you to control this management, by allowing you to customize the request process down to the individual attribute, and by controlling the authorization process.

Why Can’t Property Manager Request Changes to the Name Attributes?

The name attributes (First Name, Last Name, Initial) are the main identifiers of the user.  Several problems could occur if users were allowed to directly petition the Exchange Server for name changes, such as security issues and abuse of the system.  For this reason, the site administrator leaves changes to the name attributes for manual update.
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Setting Up Property Manager

Installing Property Manager

The installation of Property Manager should be done on only one Exchange server per site.  Please note that any reference to site refers to the Exchange definition of "site".  

Minimum Server Requirements

To install Property Manager on your Exchange site, your server computer must meet the following requirements.  Take a moment to ensure that these elements are present on the site before proceeding.

SOFTWARE

Microsoft Exchange Server 4.0 or higher

A 32-bit Microsoft Exchange Client or

Any version of Microsoft Outlook, except Outlook Express

Minimum Client Requirements

For users to be able to make requests using Property Manager, the client computer must meet the following requirements.  Take a moment to ensure that these elements are present on the client computer before proceeding.

SOFTWARE

Windows 32-bit operating system

A 32-bit Microsoft Exchange Client or

Any version of Microsoft Outlook, except Outlook Express

Property Manager is not compatible with Microsoft Outlook Express or Microsoft Outlook Web Access.

Preparing for Installation

Property Manager uses forms to communicate requests across a network.  Before installing Property Manager onto the Exchange Server, you must ensure that you have an area set aside where these forms will be stored.  This storage space the Exchange is called the Organization Forms Folder.

Creating the Organization Forms Folder

Many organizations use their own forms for internal communication.  The majority of these forms will be stored in a previously created Organization Forms Folder.  If the library does not yet exist, it must be created.  

To create the Organization Forms Folder, you must open the Forms Administrator, located in the Exchange Administrator Tools menu.  You will be presented with the Organization Forms Library, as shown in Figure 1.  If there is no entry for Organization Forms, click on the New button.
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Figure 1

You will then be presented with the Create New Forms Library dialogue box, with Organization Forms selected by default as shown in Figure 2.  Verify the language selection, and click the OK button.  You now have an Organization Forms Folder in which Property Manager will store its forms.  This can be verified by reopening the Forms Administrator and checking to see that there is an entry titled Organization Forms.
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Figure 2

The Property Manager Setup Program

Begin the installation procedure on the selected Exchange server by running the setup.exe file from the Property Manager files.  This will activate a setup wizard to guide you through the installation and initial configuration process:

If you have purchased this software, enter your company’s name and the code key provided to you, as shown in Figure 3.  Otherwise, leave the fields blank for installation of a demo version.
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Figure 3

By default, Property Manager for Exchange will be installed in the \\<Server>\Add-ins\PMAdmin\i386 directory.

Setup will begin the extraction and copying of files to the directory.  During initialization, Property Manager will attempt to locate the name of the Exchange Service account, the name of the current server, and the names of any other Exchange sites present.

If using the Enterprise add-ons, the next step will prompt whether you want to install on a single site or multiple sites, as shown in Figure 4.
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Figure 4

If installing on multiple sites, a dialog box will appear with a list of detected sites, as shown in Figure 5.  By default, no sites are selected.  To select a site, click in the site’s check box and select the server to install on from the drop down menu.  When all sites for installations have been selected, click Next.
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Figure 5

Note that if the Enterprise add-ons are not present, the setup wizard will skip to the single site installation.

When prompted, enter the name of the server that Property Manager will run on, as shown in Figure 6.  Property Manager services allows only those users on the selected site to make requests for changes.  When complete, click the Next button.
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Figure 6

Enter the Microsoft Exchange service account for the site that Property Manager will run under, using the format DOMAIN\ACCOUNT, as shown in Figure 7.  The service account password must also be entered and verified.  Click the Next button.
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Figure 7

Configure the properties for which users are allowed to request changes by clicking on the appropriate check boxes.  Please refer to the section titled “Configuring Property Manager” for more details.

Click the Changes Must Be Authorized By check box if requests are to pass through a verification process.  Please refer to the section titled “Configuring Property Manager” for details on the authorization features.

The final step is to indicate whether you want the forms to be hidden, as shown in Figure 8.  Hiding the forms will prevent them from appearing in the Organization Forms folder and will force users to use the Property Manager Client Extension to make requests for changes.  
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Figure 8

Click on Finish when all steps have been completed.  Installation will then continue and add all required components to the Exchange Server.

The Property Manager Service

If the installation was completed successfully, the Property Manager service should now be installed on the Windows NT Server computer.  For the service to work properly, the Property Manager mailbox for each site must be given Owner permissions on the Organization Forms Folder so that it can install and remove forms from the folder.

Setting Permissions on the Organization Forms Folder

Open the Forms Administrator under the Exchange Administrator Tools menu, and select Organization Forms from the list as shown in Figure 1.  Click on the Permissions button.

When presented with the Forms Library Permissions dialogue box, click on MC Property Manager mailbox and select Owner from the Roles drop down menu, as shown in Figure 9.  Click on the OK button when done.

Property Manager must be given Owner permissions on this folder.  The service will not perform properly otherwise.
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Figure 9

Creating a Distribution List

If running Property Manager across several sites, it is recommended that a distribution list is created and the mailbox agents added to this list.  Owner permissions can then be given to the distribution list instead of each individual agent mailbox, as shown in Figure 10.
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Figure 10

Once the Property Manager mailbox has been given the proper permissions on the Organization Forms folder, you can start the Property Manager service.

Starting the Property Manager Service

To start the Property Manager service, use the Service Control Manager in Windows Control Panel.  Here you will see a list of all Windows services.  Scroll down to the service named MC Property Manager. Make sure the service is listed as Automatic in the third column marked Startup, as shown in Figure 11.  Click on the Start button to activate the service.
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Figure 11

Once started, the Property Manager Service will automatically install the user and authorization forms into the Organization Forms folder.  These forms are essential components of Property Manager.

The User Form

This form will be visible to all users.  This is the form users open in their messaging clients and complete to make requests for changes to the attributes.  See “Requesting Changes with Property Manager” for further details.

The Authorization Form

This form is only displayed to the authorizing person when they receive and open Property Manager authorization messages.  It is used to accept or reject change requests in whole or in part.  See “Controlling Requests with Property Manager” for further details.

What if the Property Manager Service is Stopped?

If the service is stopped, both the user and authorization forms will be automatically removed from the Organization Forms Folder.  This will prevent users from making any requests for changes using Property Manager.

What If I Change the Custom Attributes?

The Property Manager Service cannot dynamically track changes in custom attributes.  If the administrator changes the custom attributes in the Exchange profiles, the Property Manager service must be stopped and restarted in order for the service to reflect these changes.
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Configuring Property Manager

Environments

When installed, Property Manager’s default settings prohibit users from making requests right away.  Administrators must fully configure Property Manager before users may begin making requests.  The first decision administrators must make is the environment in which they wish Property Manager to run.  They have the choices of a zero administration environment, or one requiring authorization of all user requests.

Property Manager in Zero Administration

When strict monitoring of basic attributes in a user profile is not required, Property Manager can be set for a zero administration environment.  In such an environment, the user makes a request directly to the Exchange Server. This request is processed and the server returns a confirmation to the user.  This simple three-step configuration is illustrated in Figure 12.
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Figure 12

This environment is ideal for smaller sites with fewer security considerations, or as the initial configuration of a new site designed to support a large number of users.  In the case of a new site, this environment would allow for users to quickly establish their basic attributes with the Exchange Server without the need of manual input by the administrator.

Property Manager in Secure Administration

Where security or notification is an issue, Property Manager can run in a more ordered environment.  Such an environment uses an “authorizer” to authenticate requests before they are sent to the Exchange server for processing. 

In this case, the request is made by the user and sent to Property Manager.  Property Manager then forwards an authorization form to the authorizer and a confirmation to the user that the request has been sent for authorization.  The authorizer then marks changes as accepted or rejected, with or without notes, and sends the form back to Property Manager.  Property Manager processes the final request form to the Exchange Server where accepted changes are made, and a confirmation to the user detailing which changes were accepted and rejected.  This process is shown in Figure 13.
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Figure 13

This environment is suited to a large organization or an organization where user information needs to be strictly regulated.  The added administration in this environment is compensated for by the added security offered in this arrangement, as every attribute request is reviewed individually before being processed.

Specifying Attributes Which Can be Changed

Before users can make requests for changes to their attributes, the administrator must configure Property Manager to specify attributes for which changes may be requested.

Selecting Attribute Groups

To allow users to request changes to basic attributes, the administrator must specify each allowable group of attributes either during or after setup.  Clicking in the appropriate check boxes as shown in Figure 14 enables this.
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Figure 14

All boxes are cleared by default.  By clicking in the appropriate box, all attributes in a group become available for users to request changes.  This ability is indicated by a black check mark.  Grey checks indicate that only some of the attributes within a group may be requested for change.

Advanced Property Configuration

Administrators may wish to limit the attributes in a group for which users can request change or limit which users may change that attribute.  The administrator may also want to restrict the type of input a user can put for a specific field. This is done using the Advanced feature of the property specification.  To view and specify individual attributes within a group, click on that group’s corresponding Advanced button, as shown in Figure 15.  One of the following dialogue boxes will appear, depending upon the group you have chosen:
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Figure 15

Selected User Restrictions
To restrict a user from requesting changes to a particular attribute, click the down arrow list and select “None” for that attribute. To allow only specific users to request changes for an attribute pick”Selected users” from the drop down list - then proceed to select the users you want to allow to request a change as shown in figure 16.
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Figure 16

After you have selected all the required users click OK to continue.

Input Type Selection
The type of input for a field can also be configured. Click on the dropdown list beside the attribute to choose the type of input you want as shown in figure 17. 
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Figure 17

Full Edit - allows the user to enter any type of value for the field. 

Full Edit with mask - allows the user to enter any type of value based on the character restrictions and number of characters defined by the mask modified by the administrator. 

Edit Selection - allows the user to enter any type of value for the field or select a value from a dropdown list compiled by the administrator. 

Edit Selection with mask - allows the user to enter any type of value based on the character restrictions and number of characters defined by the mask modified by the administrator or select a value from a dropdown list compiled by the administrator. 

Restricted Selection - forces the user to select a value from the dropdown list compiled by the administrator.
When choosing to use a mask for an attribute, any information entered for that attribute must conform to the mask restrictions as shown in figure 18.
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Figure 18

To provide a list of options that users can either choose from or input their own information for an attribute pick either ‘Edit Selection’ or ‘Edit Selection with mask’. 
To have a list of options that users must choose from, select ‘Restricted Selection' as the input type. To create the list, click on “Add” in the box that appears with your choice of input type then proceed to enter the selections you want as shown in figure 19. Repeat this step until all the required selections you want are entered then click on “OK”. The list you have created can be edited at any time.
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Figure 19

Configuring Authorization Parameters

If a secure environment is desired or required, Property Manager must be configured to forward user requests to an authorizer for verification.  Specifying in the Property Manager service where requests are to be forwarded provides this ability.

During installation, or after the program is installed, an authorizer may be specified by clicking the “Changes Must Be Authorized By” checkbox, and clicking on the “Change” button.  Select the name of the authorizer from the name list of users, and ensure that this name appears in the field indicating that they have been selected, as shown in Figure 20.
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Figure 20
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Figure 21

The authorizing person may be changed at any time, by clicking on the “Change” button and selecting a new name from the list.  Whoever has been selected as the authorizing person will receive special authorization requests from Property Manager each time a user makes a request to change attributes. If the ‘If specified, let manager authorize’ box is checked, the listed “manager” for each user becomes their authorizer. If there is no manager listed for a user then the person listed under ‘Changes must be Authorized by:’ becomes their default authorizer.

The Remote Configuration Utility

Property Manager for Exchange Enterprise comes packaged with a remote configuration utility to facilitate configuration of multiple sites.  This utility can be used to provide a standard configuration for all sites.

The utility is called RemCfg.exe, and is located in the \Add-ins\PMADMIN\i386 directory on the server.  When run, the program will verify the company key and display a list of sites where Property Manager is installed, as shown in Figure 22.
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Figure 22

Click in the check boxes of each site you want to configure, or click on Select All to choose all sites.  The same configuration information will be applied to each site selected.  When done, click Next and you will be prompted to enter the configuration information for the sites, as shown in Figure 23.
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Figure 23

From this dialog box, administrators can select allowable attribute changes, specify an Authorizer and choose to hide forms.  Any configuration information specified during this step will be applied to all sites selected.  Individual changes can still be made through the individual mailbox agents on each site if needed.

Periodic Reminders

To set periodic reminders for users to update their profile, set the amount of days between reminders in the reminder box as in Figure 24. After the set amount of days have passed a pop-up message will appear reminding the user to update their profile.
Note: The client-extension must be installed on each user's desktop for periodic reminders capabilities.
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Figure 24

Language Configuration Utility

To configure the text displayed by Property Manager, chose the desired language from the drop downlist that appears when Property Manager is opened through Exchange Administrator as in figure 25. This option will allow you to configure different text labels for users of different languages.
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Figure 25

With Property Manager open click on the “Language Manager” button and replace the ‘Value’ for each ‘Key’ with your specified language equivalent as shown in figure 26.  
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Figure 26

To see a how the change request form, or the validation (“Authorizer’s”) form will look before you save the changes, you can click the “Preview” button. 
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Figure 27

When all desired changes are made, click on “Save and Close”.

Note: The client-extension must be installed on each user's desktop for full multi-language capabilities.
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Using Property Manager

The Request Process

Property Manager is designed to allow the greatest simplicity in administration and use of the Exchange profile system.  Most activity involving Property Manager is for requests of changes of one type or another, and is based entirely on the e-mail system most users are already familiar with.

The basic Property Manager Request process is very simple.  A user makes a request, Property Manager receives the request, processes it, and sends notification to the Exchange Server to change individual attributes.  Property Manager then sends a confirmation to the user that these changes have, or have not been processed.

In the more secure authorization environment, Property Manager maintains its simplicity and security.  At no point in the communication process is there ever a direct access between user and server, user and authorizer, or authorizer and server.  Property Manager acts as a “middleman” for all communications.

Request for Property Changes

The user request form initiates all requests for changes to profile properties.  The user request form is opened using the Client Extension button on the e-mail client toolbar.  Optionally, the form can be opened through the New drop-down menu, though this is not recommended as it reduces some of the functionality available.

Using the Property Manager Client Extension

The Property Manager package includes a client extension for the Microsoft Exchange Server Client, and any version of Microsoft Outlook, except Outlook Express.  This extension is designed to simplify the user request process by providing a single-step button that accesses the User Change Request Form.
Installing the Property Manager Client Extension

Administrators must first distribute the extension to all users in the site.  One option to do this would be to attach the extsetup.exe from the client extension disk to an e-mail, and send this e-mail to all users on the site with instructions for installation of the extension.  Alternatively, administrators may wish to create a logon script, or use another method that will install the client extension to all workstations.

Users must double-click on the attached program to run it.  This will install the extension to Their Exchange Server client program.  

Once the button is present on the toolbar, users just click on it to bring up the “Request for Property Changes” form.

Composing a New Form Without the Client Extension

If using the basic Exchange Client or Outlook software, users must click on the New drop-down menu, then choose form and select the “Request for Property Changes” from the Organizations Forms Library to access the form options.  

The Request Form

Once the client extension button is pressed or a selection made from the menu, the user is presented with the Request for Property Changes form as shown in Figure 28. 
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Figure 28

The form will already be populated with the information currently in the user’s profile.  A corresponding tab represents each group of attributes.  Users may make requests to change the information contained in the white fields only.  If any fields are grayed-out the information cannot be changed.

Completing the Form

Completing the Request for Property Changes form is a straightforward operation, involving three steps:

1. The user must first locate on the form the information they wish to change.

2. Then update that information.

3. Send the form to Property Manager to be processed.

For example: Mr. Davey Havok wishes to make a request to change his office number and the name of his assistant, using Property Manager.  First, Mr. Havok opens the form.  He then locates the field named “Office” on the form’s General tab.  In this field is Mr. Havok’s old office number.  By clicking in the field and deleting the old number, Mr. Havok can then type in the new office number he wishes to be listed.  To change the name of his assistant, Mr. Havok simply repeats the steps, locating the “Assistant” field on the General tab and changing the information.

If the field is grayed-out, users may not request a change to that particular information.  If the “Office” field in the example above had been grayed-out, Mr. Havok would not have been able to change his office number.

Receiving Confirmation

When a change request is received, Property Manager will send the user a confirmation by e-mail, stating the request was received and processed.

This type of confirmation is received only if Property Manager is running in a zero administration environment.  If Property Manager is configured to allow authorization of requests, a different confirmation is sent to the user, as detailed in the next section of this manual.
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Authorizing Requests with Property Manager

The Role of the Authorizer

If configured for a secure environment, all user requests to Property Manager will be forwarded to the designated Authorizer for verification.  The Authorizer must evaluate each request and complete the authorization form before any attributes will be changed in the user’s Exchange profile.

See “Configuring Authorization Parameters” for configuration instructions.

The Authorization Process

When a user makes requests for attribute changes in a secure Property Manager environment, additional steps are taken to ensure that all requests are verified.

Once a user sends a request for changes, Property Manager responds with an e-mail message indicating that the request has been received and forwarded to the authorizer.

Property Manager then takes the original user request and translates the information to the Property Manager Authorization Form.  Property Manager then sends this new form to the authorizer for verification.

The Authorization Form

Once received, the authorizer must open the form and verify each requested attribute change, as shown in Figure 29.  Clicking in a check box indicates that the new attribute is accepted, while leaving the check box blank indicates that the new attribute has been rejected.  Authorizers may click on the “Reject All” button if no new attributes are acceptable.  All attribute changes are accepted by default, and the Authorizer must deselect changes that are rejected.
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Figure 29

Authorizers may alter information submitted in the request.  This may be required so that information conforms to standardized naming conventions. 

Authorizers may also submit comments to the user.  Click on the “Comments” button.  The comment window will appear, as shown in Figure 30.  Authorizers type comments in the given text area, and click on the “OK” button when done.  The authorizer’s comments will then be forwarded back to the user.
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Figure 30

Once the Authorization Form is complete, the authorizer must click the “OK” button.  The form is then sent back to Property Manager, which interprets it and makes the accepted changes to the Exchange Server profile.  Rejected changes are discarded.

Once changes have been sent to the Exchange Server, Property Manager then sends a second confirmation back to the user indicating which attributes have been changed or rejected.
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Administration and Support

Logs

The Property Manager service will record the following events in the Application section of the Windows NT Event Log:

Information type

· Successful initialization or shutdown.

Warning type

· A problem occurs processing a user or authorization form.
Error type

· Initialization failure

· Failure to shutdown properly, indicating that the Property Manager Service could not remove one or both forms.

· Failure to reinstall forms when settings change.  The Property Manager Service will shutdown automatically if this occurs.

Custom Attributes

Exchange Server user profiles usually include one or more custom attributes defined by the administrator.  Although these attributes can be changed using Property Manager, the service is unable to dynamically update the forms if the custom attributes are renamed or redefined.

For Property Manager to properly update the User and Authorization Forms, the Property Manager Service must be stopped and restarted each time the custom attributes are redefined by the administrator.

Technical Support

Property Manager for Exchange version 3.0 is fully supported by McLean Consulting.  Technical support is available by phone, fax, electronic mail or standard mail from the following sources:

Web Site


http://www.mcleanconsult.ca

Electronic Mail


Support@mcleanconsult.ca
Telephone


+1 613 841 6761 (9 am to 4 pm EST)

Fax


+1 613 715 9474
Standard Mail


McLean Consulting


470 Wincanton Drive


Orleans, Ontario  K4A 3Y1


Canada         
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